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A Seat at the Table

M

erriam-Webster defines an association as “an organized group
of people who have the same
interest, job, etc.,” and, “a connection or
relationship between things or people.” As
we move into an unprecedented time in
air traffic control, it’s more important than
ever that we nurture our connections and
maintain open lines of communication. As
president and CEO of ATCA, I set out
this year, as I do every year, to build and
improve our association and expand our
reach in the aviation industry. It’s a promise I made when I first came to ATCA
nearly 10 years ago, and I continually strive
to deliver on that promise by lending my
voice to the important conversations of the
day. ATCA is not here to solely promote
the wellbeing of individual people or companies, but the wellbeing of the industry as
a whole. Now more than ever, we all need
to talk.
In that vein, I am pleased to announce
that, starting Feb. 25, I began representing the ATCA membership on the distinguished RTCA NextGen Advisory
Committee (NAC). The NAC is a federal
advisory committee established to provide
advice on transitioning to a modernized

air traffic system. It is ATCA’s mission
to promote the science of air traffic control (ATC) and to support the safety and
advancement of the ATC industry. Given
the recent push on Capitol Hill to privatize
the nation’s ATC system, I’d say the timing
of this appointment is perfect.
A little background: The NAC has
recently been focusing on four key programs to accelerate NextGen implementation – Performance Based Navigation,
Surface Operations, Multiple Runway
Operations, and Data Communications.
As many NextGen systems are now in
place or are advanced in their implementation plans, the NAC is examining
how best to use those new technologies
for outcome-based improvements to the
air traffic system. The committee will be
choosing some additional priorities in the
coming meetings, and I am eager to represent ATCA’s members on this country’s
path to full NextGen implementation. As
discussions heat up on Capitol Hill, there
also seems to be no shortage of conversations between the NAS’s major stakeholders, many of whom are represented on the
NAC. Needless to say, my first meeting
was quite engaging.
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As president and CEO of ATCA, I
set out this year, as I do every
year, to build and improve our
association and expand our
reach in the aviation industry.

ATCA is taking important conversations out of the boardroom too, and encouraging members to get involved directly. As
you will read in this issue of the Bulletin, we recently held our
fifth Cyber Security Day. ATCA has long believed that cyber
security is everyone’s responsibility, but back when we had our
first cyber security event, people were only looking to the Chief
Information Officers and not the program managers and users.
Our members’ focus on the issue has shifted to promote the
idea that cyber security affects everyone, from R&D to operations to Fortune 500 industrial powers to individual passengers.
We must work together to help eliminate cyber security threats.
Because this is a major principle of the Aviation Information
Sharing and Analysis Center (A-ISAC), this Bulletin issue features an ATCA conversation with Faye Francy, A-ISAC’s intrepid
executive director.
And of course, no February Bulletin would be complete without also highlighting the upcoming fourth World ATM Congress
taking place in Madrid on March 8-10. ATCA has long been an
international organization, but our recent and growing relationship
with the Civil Air Navigation Services Organisation (CANSO)
has helped our members to better understand and encourage safe,
efficient air traffic management beyond our borders.
As the year gears up and the conversations get interesting,
my door is always open if there is anything that you would like
to discuss regarding the NAC, NextGen, our ATCA programs
and initiatives, or anything else related to air traffic and the future
of aviation. Please don’t hesitate to contact me personally or the
ATCA staff. Let’s keep the discussion going together.

QUALITY
SERVICE
FOR OVER
35 YEARS
Founded in 1978, Midwest ATC
supports a diverse customer base,
including the US Federal Aviation
Administration, the FAA International
Office, the US Department of Defense,
the North Atlantic Treaty organization,
and the Canadian Department of
Defense. With our solid reputation
and team of highly qualified aviation
experts, Midwest ATC is dedicated to
providing clients with an outstanding
level of service and commitment to
safety at a reasonable price.

1.913.782.7082
www.atctower.com
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Faye Francy, A-ISAC’s Executive Director,
Offers Cyber Security Advice

S

ince it was established in September
2014, the Aviation Information
Sharing and Analysis Center
(A-ISAC) has become a focal point for
information sharing across the aviation
industry, especially cyber security. Now 22
members strong, the A-ISAC has already
made great strides in one of its core missions: enabling the global aviation sector
to better respond to cyber threats. ATCA
recently met up with A-ISAC Executive
Director Faye Francy who offered some
cyber security guidance:

How has A-ISAC progressed on its goals
since its beginning in September 2014?
Faye Francy: We have progressed on our
goals by leveraging relationships and partnering with mature ISACs as mentors.
As a result, we have been able to become
operational much sooner than if we had
attempted to do everything on our own.
The National Council of ISACs has done
a terrific job at supporting the community
and bringing together the other critical
sectors to support the stand-up of other
ISACs and provide a cross-sector view of
the threats.
The A-ISAC members themselves
are the other key factor in our achieving
operating status quickly. Our memberdriven organization is very committed to
working together, helping all of us grow
at a fast pace in learning how to deal
with the threat to our aviation sector. It is
clear that the industry recognizes the vital
4
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importance of information sharing as a
tool to help shore up their critical infrastructures against threat actors seeking to
do harm against the aviation sector.
What advice do you have for organizations trying to ramp up their cyber
security with the emergence of the cloud
solution?
FF: There are really only two options
to provide appropriate cyber security for cloud solutions, both of which
involve a time and financial investment.
Organizations must either develop their
own solution or invest in a third-party service. Creating an internal solution
requires an investment in staff training
and development and may require hiring
staff with a greater level of expertise than
currently on board. For some organizations, a third-party vendor with robust
and comprehensive security solutions may
be a better approach.

Regardless of which option an organization selects, there will be a time
investment up front, either as staff goes
through training or as the service provider
assesses the system and works to create a
customized solution.
Do you feel that when it comes to protecting against cyber security threats,
aviation operations are an often-overlooked aspect of cyber security?
FF: Every industry is facing threats from
cyber attacks. The federal mandate to
establish ISACs for 16 critical infrastructure industries, including aviation, indicates that no sector is being overlooked.
The challenge and call-to-action for aviation — and all sectors — is to work together
to identify the next steps in securing our
sector and building resiliency.
The A-ISAC advocates that public
and private stakeholders work together to
address the evolving threats and establish

deepadesigns/Shutterstock.com

The aviation sector needs to take the
following actions:
1.) Develop a national roadmap for
addressing cyber security concerns,
2.) Treat cyber security within the
context of unlawful interference with
aircraft, and
3.) Establish a national plan to
develop secure connectivity
for commercial aviation.

a cyber security framework for aviation.
The aviation sector needs to take the following actions:
1. Develop a national roadmap for
addressing cyber security concerns,
2. Treat cyber security within the context
of unlawful interference with aircraft,
and
3. Establish a national plan to develop secure
connectivity for commercial aviation.
What are the biggest obstacles to having a secure National Airspace Sstem
(NAS)/non-NAS?
FF: Today, commercial jets span the globe
with unprecedented safety and reliability.
However, as one of the most complex and
integrated systems of information and
communications technology in the world,
the global aviation system is a highly visible potential target for a large-scale cyber
attack.
The biggest obstacle for aviation is

that no one agency or organization owns
the global, end-to-end system. Aviation
relies on a complex infrastructure of connectivity across multiple disparate stakeholders, each potentially using heterogeneous networks.
Someone must lead the charge of
working across these disparate stakeholders in a very complex system-of-systems
global environment. Understandably, this
creates challenges in finding agreement
on the most pressing steps and trajectory
to be undertaken. And then, of course,
there is the obstacle of funding.
It is up to the aviation industry working together as a community to align to
common visions, strategies, goals, standards, implementation models, and international policies defining cyber security
for commercial aviation. Governments,
airlines, airports, and manufacturers must
advocate for government and industry

to work together to ensure a safe, secure,
and efficient global aviation system.
Membership in and participation with
the A-ISAC creates the opportunity for
public-private collaboration.
What are some lessons learned from
instituting cyber security in other parts
of the industry?
FF: First, the cyber security threat is here
today and impacting aviation. Secondly,
cyber security is everybody’s responsibility. Everyone must be engaged, which
requires the private sector, government,
and vendors working together to produce a systematic threat modeling assessment of the key vulnerabilities and a
strategy to mitigate the threats. Another
key understanding for the private sector
is that the government isn’t necessarily
going to solve the problem for industry
(regulated or not). The third lesson is that
every aspect of business must be examContinued on page 7
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Make the future of ATM your business.

BROADEN
YOUR

HORIZONS
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ined down to the smallest supplier. The
Target breach [of January 2014] proved
that the weakest link in your supply chain
can cause huge damage to a company. The
adage that you’re only as secure as your
weakest link is appropriate to note here. A
final imperative is that training and exercises are critical for education and awareness across the sector and its workforce so
that organizations are prepared for when
an attack happens—and it will happen.
With the system never 100 percent secure
from cyber attacks, how do we best minimize cyber threats?
FF: Developing global standards often
begins with unified U.S. industry and
government policies. Without a unified
cyber security strategy for aviation, system
disruptions will continue, thus increasing the risk of a cyber 9/11. All of aviation will confront this threat through
their operations and the infrastructures
that support the larger aviation system.
Consequently, we all must do our part to
work together with each other and government agencies in order to join U.S.
cyber security strategies and encourage
alignment with other key global markets, such as the European Union. This
could generate the momentum toward
achieving an international standard of
behavior and consequences that is ultimately adopted by like-minded nations.
Any such effort requires a compelling,
inclusive, long-term vision that clearly

identifies measures of success and can
rapidly adapt to a dynamic threat.
And for some immediate and obvious advice, sometimes the best prevention
is overlooked or not implemented.
Email remains a primary method for
threat actors to infiltrate a system. Even
though companies have installed filtering capabilities, phishing emails may still
get through. Hackers are “spoofing” email
sender addresses from major companies and
services, tricking recipients into thinking
the malicious message is from a known and/
or trusted provider. “Think before you click” is
a good mantra to adopt. If you receive an email
that strikes you as strange, trust your judgment
– always look at the URL address – and question whether it is authentic. If you have any
suspicions, err on the side of caution—don’t
open the email and notify your security team.
It is incredible how many infiltration attempts
have been stopped as a result of recipients paying attention.
Training of employees and tabletop
exercises are the best forum to create
vigilance and good cyber hygiene. The
A-ISAC is working to develop an education and awareness campaign for our
membership.
What more can organizations like
ATCA do to help A-ISAC and cyber
security in general?
FF: In order to strengthen the aviation system’s defense against attacks and
improve its resilience should a successful

attack occur, the global aviation community must adopt a collaborative, riskinformed, decision-making model. This
model must define a cyber security roadmap, apply a legal framework, and develop security connectivity for the aviation
industry. ATCA can be an advocate in
raising the awareness and support to
undertake the development of an aviation
model for cyber security. We would like to
see an industry-wide threat modeling and
assessment of the threat.
Vigilance is key, and every person
plays a part in protecting the sector. As
employees in the aviation industry, ACTA
members have an “inside” perspective. If
something seems “off,” it very well may
be. The A-ISAC mantra is, “If you see
something, say something.” Don’t wait for
an incident to identify your cyber security
resources — conduct research now on
who to contact.
One final point to bring to the forefront is that cyber security needs to be
on everyone’s radar, both personally and
from a company standpoint. We all must
work to secure our systems and interconnections in everything we do. We are at
a strategic inflexion point where the very
technologies created to build efficiencies
in aviation are now posing a threat to our
community. We must ensure that we are
addressing this emergent threat. Working
together is the only way we are going to
thwart this nefarious threat.
ATCA Bulletin | No. 2, 2016
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ATCA Remembers One of its Own

S
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tanley Seltzer, 96, former vice president of American Airlines, passed
away on Friday, Jan. 15, 2016. Stan
was raised and educated in Philadelphia.
In 1942, Stan began his lifelong career
in the aviation industry. He relocated to
Roanoke, Va., as an air traffic controller
in the Roanoke tower. It was during this
assignment that Stan directed a young
pilot, Virginia “Ginny” Woody, to land her
small plane. He later married Ginny and
together they enjoyed 66 years of marriage.
During his aviation career, Stan was an air
traffic controller in the Civil Aeronautics
Administration (CAA); Chief Controller
at Roanoke, Philadelphia, and Washington
National Airports; District Supervisor for
air traffic control in Washington, DC; a
control specialist assigned to work with
the CAA/FAA in initiating radar air traf-

fic control; named Air Traffic Association’s
director of air navigation/traffic control;
and thereafter became executive director
of the Air Traffic Control Association
(ATCA). In 1967, he began work with
American Airlines where he held many
positions. In 1973, American Airlines
promoted him to assistant vice president
of system operations control where he
remained until his retirement in January
1987.
On November 5, 1998, Stan was
presented with ATCA’s most prestigious
honor, the Glen A. Gilbert Memorial
Award. Bob Crandall, his personal friend
and Chairman/CEO of American Airlines,
presented him the award. Following his
retirement from American Airlines in
1987, Stan and Ginny moved to Bay Point
in Panama City, Fla.

NextGen Advisory Committee Expands
its Horizons with ATCA’S Peter F. Dumont

Lightspring/Shutterstock.com

T

he Air Traffic Control Association
(ATCA) is pleased to announce
that President and CEO Peter F.
Dumont has been invited to serve on the
NextGen Advisory Committee (NAC), a
Federal advisory committee of high-level
government officials, industry representatives, and labor leaders. Established in
September 2010, the NAC was formed
to help foster collaboration within the
aviation community and provide advice
on policy-level issues surrounding airspace modernization and NextGen technologies. Dumont will serve as an air
traffic management (ATM) association
stakeholder.
“The NAC will benefit from Peter’s
experience as the leader of ATCA, which
provides a forum for addressing issues
inherent to the development of viable air
traffic control systems and aviation infrastructure,” said RTCA President Margaret
Jenny. “We look forward to his contributions to the committee’s deliberations.”
“I am honored to serve on this distinguished committee,” said Dumont, who
attended his first NAC meeting on Feb.
25 at Delta’s headquarters in Atlanta. “It
is an exciting opportunity to give ATCA’s

diverse membership a voice at the table
and ensure our unique perspectives are
heard by other key influencers in today’s
ever-changing aviation environment.”
Dumont brings with him more than
30 years of experience in various segments
of aviation. After retiring from the U.S.
Navy as an air traffic controller, Dumont
began his private sector career with Serco,

Inc., where he served as both vice president of aviation and later COO. During
his tenure, he oversaw multiple lines of
business, including airport management
contracts, air traffic control, ATC equipment installation, weather observation,
control tower fabrication and installation, ATM, labor relations, and business
development.
ATCA Bulletin | No. 2, 2016
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TRAFFIC JAM AHEAD.
PLAN ACCORDINGLY.

Transforming the air trafﬁc management (ATM) system is essential for
improving safety, efﬁciency and the environment around the globe.
Boeing is fully committed and uniquely qualiﬁed to help make ATM
transformation a reality. It’s the right time and Boeing is the right partner.

A Moment in Aviation History

A Celebration of the Department of Transportation Act

F

AA Historical Chronology
October 15, 1966: President
Johnson signed the Department of
Transportation Act (Public Law 89-670),
bringing 31 previously scattered Federal
elements, including FAA, under the wing
of one Cabinet Department. The purpose
of the new Department was to ensure
the coordinated, effective administration
of the transportation programs of the
Federal Government; facilitate the development and improvement of coordinated
transportation service, to be provided by
private enterprise to the maximum extent
feasible; encourage cooperation of Federal,
State, and local governments, carriers,
labor, and other interested parties toward
the achievement of national transportation objectives; stimulate technological
advances in transportation; provide general leadership in the identification and
solution of transportation problems; and
develop and recommend to the President
and the Congress national transportation
policies and programs to accomplish these
objectives with full consideration of the
needs of the public, users, carriers, industry, labor, and the national defense.
The legislation provided for five
initial major operating elements within
the Department. Four of these organizations were headed by an Administrator:
the Federal Aviation Administration
(previously the independent Federal
Aviation Agency); the Federal Highway

Administration; the Federal Railroad
Administration; and the Saint Lawrence
Seaway Development Corporation. The
new Department also contained the U.S.
Coast Guard, which was headed by a
Commandant and had previously been
part of the Treasury Department.
The DOT Act also created within the new Department a five-member
National Transportation Safety Board.
The act charged the NTSB with (1)
determining the cause or probable cause
of transportation accidents and reporting
the facts, conditions, and circumstances
relating to such accidents; and (2) reviewing on appeal the suspension, amendment, modification, revocation, or denial
of any certificate or license issued by
the Secretary or by an Administrator. In
the exercise of its functions, powers, and
duties, the Board was made independent
of the Secretary and the other offices and
officers of the Department.
Two important differences between
President Johnson’s proposal and the
final DOT Act were: (1) the Maritime
Administration was left out; and (2) the
actions of the FAA Administrator relating to safety, and the decisions of the
NTSB, were designated “administratively
final” with appeals only to the courts.
Three months after signing the DOT
Act, Johnson appointed the first Secretary
of Transportation. The new Department
began full operations on April 1, 1967.

E

arlier this month, the DOT celebrated its 50th anniversary with
a historic celebration. The event
featured U.S. Transportation Secretary
Anthony Foxx, as well as six former U.S.
Secretaries of Transportation, including
the Department’s inaugural Secretary, the
Honorable Alan Boyd. The following
secretaries participated in a panel and
answered questions looking back on the
DOT’s past 50 years:
The Honorable Alan S. Boyd
(1967 – 1969)

The Honorable James H. Burnley
(1987 – 1989)

The Honorable Samuel K. Skinner
(1989 – 1991)
The Honorable Rodney E. Slater
(1997 – 2001)

The Honorable Norman Y. Mineta
(2001 – 2006)
The Honorable Mary E. Peters
(2006 – 2009)

The Honorable Anthony R. Foxx
(2013 – Present)

Some highlights
“This is a celebration of those who gave life
to President Johnson’s vision…One of the
greatest experiences I’ve had as Secretary
are the folks sitting to my left.”
–Secretary Foxx referring to the former
transportation secretaries sharing the stage.
“Motor vehicle safety.”
–Secretary Boyd when asked to name the
most significant advancement in transportation safety during his tenure.

Mark Van Scyoc/Shutterstock.com

“It was a guiding vision.”
–Secretary Skinner on committing to
make the skies safer following the bombing of Pan Am Flight 103 in 1988, shortly
before his appointment.
“A day doesn’t go by that I don’t think about
the lives lost and their families.”
–Secretary Mineta, who ordered 45,000
planes out of the sky immediately following
the terrorist attacks of September 11, 2001.
For more information on the historic celebration, visit www.transportation.gov/50.
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