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Why listen to us?



Dave Merkel
CEOQO & Co-founder @ Expel

A 20+ years doing the cyberz i 10 years
practitioner, 10 years vendor

A Former USAF and Federal LE,
conducting network intrusion
Investigations

A Former CTO, Mandiant and FireEye

A Accomplished video gamer (not really,
my 15 year old destroys me regularly)
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We deliver answers
that create space for you to
do what you love* about security

Even 1 f thatos not thinking about



MSSPs have failed to del

Working with most MSSPs is the customer

. . | , . ‘ .
service equivalent to st Lleia s get IR
W 1y: some MSSPs
REALLY suck! They have

a business model of  w e

Theyore a black Dbox /
Onboarding never ends

They send your alerts back to you

You still have to do all of the work

They ignore the security tech you bought

take your money and give
you nothingbac k! o H
you like that?

i Anton Chuvakin, (formerly) Gartner?®
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1. https://blogs.gartner.com/anton-chuvakin/2014/09/10/challenges-with-mssps/ e p e I



Navigating the security talent gap Is hard
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ANegative employment

—ew candidates

_ots of offers
Hard to vet

_ack of diversity
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Retal ning talent c¢an

ATier 2 + 3 analysts in tier
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1 quicksand

neople learning

neople engaged

AWhat can you do?
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Unix/Linux Command Reference FOSSwire....
—— 17—

s - directory listing date - show the current date and time

ls -al - formatted listing with hidden files cal - show this month's calendar

cd dir - change directory to dir uptime - show current uptime

cd - change to home w - display who is online

pwd - show current directory whoami - who you are logged in as

mkdir dir - create a directory dir finger uwser - display information about user

rm file - delete file uname -a - show kernel information

rm -r dir - delete directory dir cat /proc/cpuinfo - cpu information

rm -f file - force remove file cat /proc/meminfo - memory information

rm -rf dir - force remove directory dir * man command - show the manual for command

cp filel file2 - copy filel to file2 df - show disk usage

cp -r dirl dir2 - copy dirl to dir2; create dir2 if it du - show directory space usage

doesn't exist free - show memory and swap usage

mv filel file2 - rename or move filel to file2 whereis app - show possible locations of app

if file2 is an existing directory, moves filel into which app - show which app will be run by default

directory file2 .

ln -s file Link - create symbolic link link to file

touch file - create or update ﬁle tar Cf f.ile.. i:ar f.iles - create a tar Ilamed

cat > file - places standard input into file file.tar containing files :

more file - output the contents of file tar xf fJ.l:e. tar - extract the files from file.tar

head file - output the first 10 lines of file tar czf f.l.le._tar. gz files - create a tar with

tail file - output the last 10 lines of file Gzip compression ) :

tail -f file - output the contents of file as it tar xzf f-l_le- tar.gz - extract a tar using Gzip

grows, starting with the last 10 lines tar cjf file.tar.bz2 - create a tar with Bzip2
compression

tar xjf file.tar.bz2 - extract a tar using Bzip2

ps - display your currently active processes gzip file - compresses file and renames it to

top - display all running processes file.gz

k:!.ll pid - kill process id pid gzip -d file.gz - decompresses file.gz back to

killall proc - kill all processes named proc * file

bg - lists stopped or background jobs; resume a

stopped job in the background

fg - brings the most recent job to foreground ping host - ping host and output results
fg n - brings job n to the foreground whois domain - get whois information for domain

dig dosain - gst DNS information for domain

chmod octal file - chanae the permissions of file dig "E.’."’St._ Levarss !_qokup host
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Get your
tools In order



Modern cybersecurity requires modern tools

AAnalytics

ARisk management

AAsset management
ANetwork controls
AEndpoint controls
AEncryption and key mgmt.*
AEt c. é

That doesnoét suck
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Donot 0
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ANo change = frustration

ARemoving the dam requires
a cultural shift

Alnability to change can lead
to retention issues

eipel —



edpel —



